Device Manager Software MICROSENS

Release 3.x

Introduction
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The Device Manager software is used for the comfort able = feuss.»
configuration of MICROSENS components as well as fo r .
easy monitoring of the complete network. This softw  are |> k-&’\

o

can be applied for all device families. .

MICROSENS
Installation-, Desktop- and Industrial-Switches are
supported. Therefore devices of different product e s
families could be combined in one network.

The user interface is divided into three areas. Tho se show

detailed information of the current status of the d evices =
as well as an overview of the complete network ata  glance. The areas are made up of one device
list as a tree diagram with the option to structure them into different groups. One graphical

window for the visualisation and a third window sho w the detailed status information of the
selected device.

Additional to the Device Manager Software further m anagement protocols like Telnet or SNMP
are supported, depending on the firmware of the swi tch.

Features

Graphical view of the device status and detailed st atus information at a glance
Auto-discovery of all MICROSENS components in the n etwork

Logical structuring of the network by definition of device groups

Clear listing in tree structure with “alive” inform ation

Simultaneously configuration of whole device groups and all devices
Automated firmware update of device groups

Integration possibilities into other management pla  tforms

First Start

Password protection:

1. No password protection of the software, the admi  n-level without password entry
2. Login settings: Allocation of passwords for admi  n- and user-level

Basic configuration:

Setting via - Options / Settings
Auto-Discovery settings: IP-settings of the used PC
Device List Editor: Path to an editor (e. g. : CAW indows\notepad.exe)
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Device List

In the left window of the user interface a device | st in form of a tree diagram is listed. With the
“auto-discovery” functionality the device list can be made up automatically.

For this the network will be scanned regarding mana  geable MICROSENS switches. It must be
pointed out that the scan proceeds only withinaro  uted IP-segment.
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Fig. 1: Device list

The device list can be arranged, completed and save d as a csv-file and be edited by MS-Excel.
With this it is possible to create different groups  and to feed individual groups with
configurations and firmware-updates.

Please note that the csv-files must be opened and e dited via the Import/Export function. The
separator can be selected via

* Options / Settings / Device List Settings / Separ ator Character

As default setting the semicolon is selected.

Visualisation

In the right window of the Device Manager Software all components which are selected in the
tree of the left window will be shown graphically.
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Fig. 2: Visualisation
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The status of the LED display and the device ports are also symbolised. The symbols have the
following meaning:

Connector grey (normal) Port not active, no link

Connector green background Port with active link, 1~ 00 Mbps (Fast Ethernet)

Connector yellow background Port with active link, 10 Mbps (Ethernet)

Connector blue crossed Port deactivated, no link po  ssible

Subtitle ,PWR" Port supports Power-over-Ethernet (g reen when activated)
Device Satius

In the bottom window the device and connector infor mation of the selected device in the first
window will be shown detailed.

Fig. 3: Device status — device information

Fig. 4: Device status — port information

Below the window there are tabs for the selection o f device or port information.
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Temperature |iftometon

In the bottom window the device information is loca ted which shows the current operation
temperature, which is separated in the following te mperature levels:

Low Device works in a lower temperature range

Normal Device works in a normal temperature range

High Device works in a higher temperature range

Critical Environmental temperature critical, could lead to a failure

If activated, a SNMP Trap will be released at a cha nge of the temperature level (please refer at
the chapter SNMP Traps).

Management Configuration

The configuration of the management and the device are separated. While the configuration of
the device could be reset with the factory reset bu  tton, the configuration of the agent always
obtains. Also a firmware update has no influence on  the configuration of the management.

Before the first initial start up of the management the TCP/IP-settings of the agent in the switch
shall be configured. For the first assignment an IP  -request will be released by pushing the reset
button for a longer time (approx. 5 sec.).

For the reception via the network the device andth e PC with the Device Manager software must

be in the same segment. It is possible to select an automatically assignment per DHCP service or a
manually assignment.

Fig. 5: IP-Request

Manually assigned TCP/IP-settings could be changed with the Device Manager software at any
time via:

« Configuration / Apply IP to current
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Device Configuration

Besides the monitoring of the device status, the de vice configuration is an important part in the
Device Manager software. For the configuration the following steps are necessary:

The configuration of the Editing the configuration into Changed configuration must be
selected device has to be the RAM: transmitted from the RAM to
loaded into the RAM: > > the device(s):
Configuration Configuration Configuration
Get from Current Edit/ ... Apply Configuration
After confirmation the changed configuration is not immediately active, but still in the memory
of the computer. After changing the configuration i t will be sent by command depending on the

following selection. It could be one dedicated devi  ce, a group of devices or all devices.

Fig. 6: Hardware Settings

In the upper part of the hardware settings the sett  ings of the ports can be configured. In the
lower part the global settings can be adjusted:

Global Priority Scheme: Selection of the handling o f the four queues for the Quality
of Service (Q0S). (See chapter Data Prioritisation) .

Device Name: For the device identification, Is iden tically with the system name
(SNMP)

100Base-FX FEFI: Far-End-Fault-Identification, fibe r uplink generates only a link signal
if a valid link signal is received.

MICROSENS GmbH & Co. KG - Kueferstralle 16 - 59067 Hamm / Germany - Tel. 0 23 81/94 52-0 - FAX -100 - w ww.microsens.com



Device Manager Software Page 6/10

Data Prioritissathon

For the Data Prioritisation the switch distinguishe s in four queues (hardware queues 0 — 3).
According to the configuration of the priority sett ings for the layer 1-3, the switch decides which
data packet is assigned to which queue.

Queue 0 has the lowest, queue 3 the highest priorit y. In the section Hardware Settings (see fig. 6,
Global Priority Scheme) it is selected in which rat io these queues are served.

The queues are processed according to their priorit y (3 ->2 ->1 -> 0). Additionally a weighting
can be activated. At the weighted execution will be processed at first 8 data packets out of the
queue 3, then 4 data packets out of the queue 2, th  en 2 data packets out of the queue 1 and 1
data packet out of the queue 0.

Following prioritisation mechanisms are supported:

Layer 1:

This option is defined together with the port confi guration. This is a permanent prioritisation
of the port. The configuration is carried outviat ~ he menu “Standard Settings” (see fig. 7). In
the field “Priority” the number of the queue for th e port will be selected (0-3).

Layer 2:

Layer 2 based prioritisation is possible by setting a 3 bit VLAN tag according to IEEE 802.1q,
which stands for the eight prioritisation levels (0  -7), whereby 7 is to the highest level. The
assignment of the 8 priority levels to the 4 queues s activated with the settings for the VLAN
prioritisation (see fig. 7).

Layer 3:

The method Differentiated Services (DiffServ) is ba sed on Layer 3. For this the first 6 bits from
the type of service field (ToS) in the IP-header ar e used. This offers 64 different prioritisation
classes. The assignment of the individual priority  class to the accordant queue is done by the
configuration “DiffServ settings". This function is compatible with IPv6.

Fig. 7: Layer 2 / Layer 3 Prioritisation

The prioritisation mechanism of the layer 1-3 can b e used parallel, where the priority of the
higher layer is used. Therefore a data packet which  receives its priority by the VLAN tag (Layer 2)
is handled according this, independent of the port based priority setting (Layer 1).
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VLAN Settings

By the use of VLANS it is possible to segment local networks virtually, independent from the
physically topology.

To ensure to which VLAN a data packet belongs to th ey will be expanded with the VLAN- tag (4
bytes). This VLAN-tag include a defined VID (= virt ual ID) according the standard IEEE 802.1q.

Access:

The switch adds the VLAN-tag to the incoming datap  ackets. The content (VID and
prioritisation) can be configured as port VLAN. If  incoming data has already a VLAN-tag the
switch analyses this particular VLAN-tag, but will  not overwrite it.

Trunking:

The data packets on this port are not modified (no change of VID). The filtering is done
according the announced VLANS in the VLAN table. It is possible to announce 16 VLANS to the
switch.

Hybrid:

Combined use of end devices with and without VLAN f  unction (PC without VLAN connected
to the cascading port of an IP-phone). In this conf iguration the switch adds the VLAN tag only
to the data packets without VLAN information. For o utgoing packets to the end device side
the VLAN tag is removed again.

Fig. 8: VLAN-settings

An additional safety aspect is the assignment of on e separate VLAN for the internal management
port of the switch, and in this case only the admin  istrator with access to this particular VLAN is
allowed to configure the switch.

If the access to the agent be blocked by a wrong VL AN configuration, all settings of the switch
could be reset using the factory reset function.
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Power-over-Ethernet

Power-over-Ethernet (PoE) enables the power supply of end devices via Twisted Pair cable, such
as IP-phones, web cameras, wireless access points, access control systems etc. Depending on the
device version the PoE feature is supported and mon itored and configured via the Management.

The Power-over-Ethernet functionality according to the IEEE802.3af standard is integrated into
the several switches. The standard defines the func tions of the Power Sourcing Equipment (PSE)
and of the Powered Device (PD). A handshake protoc ol between PSE and PD negotiates the
current supply where several levels are possible.

At all devices which support Power-over-Ethernett his function must be activated. In the menu:

« Configuration / Edit / Hardware Settings

The following options are available:

enabled Activation according IEEE 802.af, detection mode
disabled Deactivation, no detection, no PoE functionality
Force Mode Activation of the PoE functionality without detecti on mode

(for non IEEE802.3af conform PoE devices)
For protection of all devices without PoE abilityt  he power supply will be switched on only if a
valid PoE signal of the end device has been found.

In active operation out power and voltage is monito red. If the allowed limit is exceed or under-
run the power supply will be switched off immediate ly.

Other Network Management Systems

By the possibility of a transfer of parameters, the = Device Manager software qualifies also for the
integration into higher level Network Management Sy stems (NMS) such as HP Openview,
Spectrum and other PC-based systems.

If the Device Manager is started with hand over of  a specific IP address, the visualisation of this
individual device is opened.

Furthermore for the embedding in SNMP-based systems the switch supports the standard system
table. The device identifies itself with the under “Hardware Settings" assigned device name.
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SNMP-Traps

Depending on the firmware of the device there are d ifferent SNMP traps sent in the event of
some status changes. These events can be selected at:

 Configuration / Edit / SNMP-Traps

Folllowing Trap Modes are supported:

Coldstart Trap Released at power up of the device o r by pressing the reset
button

Link Change Trap Released if any link status on the data port is changed

Temperature Trap Released if any the temperature le  vel of the device is
changed

Factory Reset Trap Released if both reset buttons a re pressing

Error Counter Trap Released if the “Error Counter” is increased

PoLAN Over/Under Voltage Trap released if the outpu t voltage drops under 36 V or goes
beyond 54 V (only for devices with PoE-functionalit y)

Abb. 9: SNMP-Settings

For the support of SNMP-traps at least one IP-addre ss must be declared as target address. The
Device Manager software does not support the recept  ion of SNMP-traps.
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Available Firmware Versions

System Requirements
Operating System Windows 98/XP/2000/NT4.x
128MByte RAM
Screen resolution 1024 x 768
Network access with validated TCP/IP-configuration

CD-ROM

Continuative Documentation

This document you'll find under  www.microsens.de * Newslink: 720049

Online Help Device Manager

Quick Reference / Manual

Order Information

Art.-No. Description Data Medium

MS200150 Device Manager PC-Software V3.x CD-ROM
MICROSENS Switch-Management

MS200140 Device Manager Demo Software V3.x CD-ROM
MICROSENS Switch-Management for max. 5 devices

MICROSENS reserves the right to make any changes wi thout further notice to any product to improve reli ability,

function or design. MICROSENS does not assume any | iability arising out of the application or use ofa  ny product.
MR3105v3.37/fr/dh
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